SAMPLE IDENTITY THEFT PREVENTION POLICY
PURPOSE:

The Board of Directors of _____________________________ has approved this policy to assist in the prevention of identity theft by identifying, detecting, and responding to relevant Red Flags associated with Covered Accounts in accordance with the Fair and Accurate Credit Transactions Act ("FACT Act").
DEFINITIONS:
1) Covered Account:  Refers to (a) any patient account which involves multiple payments or transactions, including one or more deferred payments; or (b) any other account that poses a reasonably foreseeable risk of identity theft to customers.  For purposes of this policy, "Covered Account" will include, without limitation, any account which contains Identifying Information that can be used to gain access to a person's identity for financial or healthcare purposes.
2) Identity Theft:  Refers to fraud committed or attempted through the unauthorized use of Identifying Information of another person.
3) Identifying Information:  Refers to any information that may be used to identify a specific person, including, but not limited to social security number, date of birth, government issued identification number, employer or taxpayer identification number, credit card number, or any other key information that can be used to gain access to a person's financial resources or assume a person's identity. 
4) Red Flag:  A pattern, practice, or specific activity that indicates the possible existence of identity theft.  Examples include: 

a) Presentation of suspicious or altered documents;  

b) Repeated failure or refusal to provide Identifying Information upon request;

c) Presentation of Identifying Information that is associated with  known fraud activity;

d) Presentation of a social security number that matches one submitted by another patient or differs from the one already on file;
e) Inability to verify insurance information;
f) Allegations from an individual that his/her identity has been stolen, or that services billed were not received by that individual;
g) Mail sent to the individual is repeatedly returned as undeliverable despite ongoing transactions; 
h) Notices from individuals or law enforcement regarding possible identity theft in connection with a Covered Account;

i) Notice that a fraudulent account has been opened for a person engaged in identity theft;
j) Periodic internal audits reveal actual or attempted access of an account by unauthorized users, suspicious account activity, or a breach of security.
POLICY:

All employees who perform activities in connection with Covered Accounts will be educated annually on the identification, detection, prevention, and mitigation of identity theft. 

PROCEDURES:
Reasonable attempts to verify patient identity will be made prior to establishing a Covered Account.  Verification procedures will be documented and may include, but are not limited to, the following:


1)
Requesting Identifying Information such as the patient's name, gender, date of birth, address and identification number, if applicable, from the patient or the patient's representative at registration.  Examples of identification numbers include: a social security number, taxpayer identification number; passport number or any other government-issued identification number.

2)
For established patients, comparing information provided by the patient or the patient's representative with information previously provided to identify discrepancies.  

3)
Requesting to view a photo identification of the patient or patient representative, along with an insurance card if applicable.

4)
Contacting the patient's insurance company to verify coverage and enrollment.  
II.
Response to Red Flags.


1)
Notification:  Any time an employee is faced with a "Red Flag" situation, the Compliance Officer will be notified. 

2)
Documentation:  All detected Red Flags will be documented.  Documentation will include Identifying Information about the individual; a description of any document that was relied upon to verify identity; a description of any other measures undertaken to verify identity and a description of any discrepancy discovered when attempting to verify identity.    


2)
Response:  The Compliance Officer will investigate each Red Flag detected.  The response will depend on the result of the investigation and may include:
a) Contacting the patient;
b) Notifying law enforcement;

c) Correcting the medical record;

d) Placing the Covered Account on hold until the Red Flag is resolved;

e) Correcting the account to ensure accuracy;
f) Updating or enhancing computer security;

g) Changing passwords or security codes; or

h) Determining that no action is warranted under the circumstances.  

3)
Security Breach:  In the event of a security breach involving unauthorized access of computerized data containing Identifying Information, affected individuals will be notified as required by law in the most expedient time and manner possible without unreasonable delay, consistent with the needs of law enforcement.

4)
Mitigation:  If an investigation leads to a reasonable belief that identity theft has occurred, attempts will be made to mitigate the identity theft to the extent possible.  
a) In addition to notifying law enforcement, the patient or his or her representative will be provided with information regarding the scope of the breach, the information accessed, how the information was used, if known, the actions taken to remedy the situation, and the contact information of the Compliance Officer.  The individual may also be referred to the Arkansas Attorney General to obtain more information regarding the prevention and detection of identity theft.
b) If Medicare or Medicaid fraud is discovered (where a patient uses another person's Medicare or Medicaid information to obtain medical care), the fraud will be reported to the Office of the Inspector General and/or the Medicaid office, as applicable.
c) Accounts affected by actual or suspected identity theft will be placed on hold until all medical and billing records have been corrected.  
III.
Administration and Oversight

1)
Ongoing Monitoring:  This policy and procedure will be administered and monitored by the Compliance Officer.


2)
Documentation and Record Retention:  All documentation concerning actual or suspected identity theft will be maintained by the Compliance Officer.  Documentation of each investigation will include a description of the Identifying Information and the method used for verification; a description of discrepancies discovered; and the actions taken as a result of the investigation.  This documentation will be maintained for a period of five (5) years after the account is closed or becomes dormant.  Following the required time period for document retention, the records will be disposed of in a manner to protect against unauthorized access or use of the information contained in the records.  

3)
Accounting for Disclosures:  If an investigation reveals that protected health information was inappropriately disclosed, such disclosure will be accounted for in accordance with HIPAA Privacy and Security policies.  


4)
Service Providers:  All service providers who perform activities in connection with Covered Accounts will be required to (i) implement policies and procedures to detect, prevent and mitigate identity theft with regard to Covered Accounts; and (ii) provide prompt notice of any relevant Red Flags that are detected during the performance of such activities.

5)
Risk Assessment:  A risk assessment will be conducted at least annually to determine which accounts pose a risk of identity theft.  This risk assessment will take into consideration (i) the methods used to open accounts; (ii) the methods used to access accounts; and (iii) any prior experiences with identity theft.  Any account identified as having a reasonably foreseeable risk of identity theft will be considered a Covered Account and will become subject to the provisions of this policy.  


6)
Education:  All employees who work with Covered Accounts will receive annual education and training on this policy and the prevention of identity theft.   


7)
Compliance Reports:  Compliance reports which detail any incidents of identity theft and the responses implemented, as well as recommendations for this policy, will be provided to the Board annually.


8)
Program Review:  This policy will be reviewed and updated annually by the Compliance Officer in response to (i) any experiences with identity theft; (ii) changes in methods of identity theft experienced by the industry; (iii) changes in methods to detect, prevent, and mitigate identity theft; (iv) changes in the types of accounts  offered or maintained; or (v) changes in the business arrangement, including mergers, acquisitions, joint ventures, and service provider arrangements.
PAGE  
1
C:\Documents and Settings\ebeasley\Local Settings\Temporary Internet Files\OLK1\Sample IdentityTheftPreventionPolicy.doc QUOTE 
C:\Documents and Settings\ebeasley\Local Settings\Temporary Internet Files\OLK1\Sample IdentityTheftPreventionPolicy.doc


